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\ l. Markets Run on More Than Just Screens
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Most Americans experience financial markets through screens: prices update in real
time, trades execute instantly, and portfolios adjust with a simple click of the mouse.
Stakeholders ranging from major banks to anyone with a retirement savings account
rely and depend on this financial system. Integral to the American way of life, this ability
to execute financial decisions seamlessly and instantaneously suggests a system that is
digital, distributed, and intangible.

However, modern markets actually rely on a digitally enabled but physically
concentrated and operationally interdependent infrastructure layer that operates
behind the scenes and expands beyond traditional institutions.

Although we often think of Wall Street as the center of U.S. markets, a significant
portion of U.S. market activity is enabled inside a cluster of specialized data centers
across northern New Jersey. Facilities in Secaucus, Carteret, and Mahwah serve as the
physical meeting point for exchanges, trading firms, and networks. These locations form
one of the most important financial infrastructure corridors in the country.

These campuses are designed to facilitate secure, high-speed connections between
participants, allowing markets to function continuously, efficiently, and without delay.
These locations serve as the physical meeting point for exchanges, trading firms,
financial market utilities, and network providers, creating a complex and interdependent
environment.

This report examines the infrastructure that underpins financial markets, how it is
structured, and the risks embedded within it. It also outlines why this infrastructure is
inseparable from market stability and why the investment community has a direct stake
in its security and resilience. Securing and investing in this at-risk critical infrastructure
must be of high priority for the institutions and investors that depend on it.

Il. Critical Infrastructure and Market
Stability

At their core, financial markets depend on three elements: data, connectivity, and
timing. Prices must be generated and shared, buyers and sellers must be connected,
and transactions must occur in a synchronized and reliable manner. The infrastructure
supporting these functions operates at scale within tightly integrated physical
environments.

Within these environments, firms deploy systems that connect directly both to
exchanges and to one another. Networks move vast volumes of market data and orders
in fractions of a second, enabling continuous price discovery and execution. This
infrastructure functions as the operational foundation of modern finance, supporting
liguidity, transparency, and the efficient allocation of capital.
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The Secaucus, Carteret, and Mahwah corridor represents one of the most concentrated
segments of this infrastructure in the United States. Core trading systems, including
Nasdaq's primary data center in Carteret and the New York Stock Exchange's systems in
Mahwah, operate within this corridor, interconnected through ultra-low latency networks
that support continuous trading.
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This geographic concentration delivers performance and efficiency. It also creates
shared dependence across market participants. A disruption affecting power,
connectivity, or operations within this corridor has the potential to influence trading,
price formation, and liquidity across U.S. markets, with implications that extend beyond
domestic markets into the global financial system.

These systems support essential economic functions and enable the flow of capital
across the economy. As such, they form part of the nation’s critical infrastructure and are
directly tied to economic security and national stability.
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Structured

Financial markets operate across a set of tightly coupled layers that together enable
trading, settlement, and the underlying systems that support both.

At a high level, this structure can be understood as three interconnected layers:

e« Trading Layer — where transactions are executed through venues such as Nasdaqg and
the New York Stock Exchange.

e Clearing and Settlement Layer — where Financial Market Utilities (FMUs) such as the
Depository Trust & Clearing Corporation (DTCC) and the Options Clearing Corporation
(OCC) manage post-trade processes, counterparty risk, and settlement.

e Infrastructure Layer - the physical and digital systems that support both trading and
clearing, including data centers, cloud and network providers, and power systems.

Market participants are broadly familiar with exchanges and increasingly aware of the
infrastructure layer that supports them. Exchanges such as Nasdaqg and the New York
Stock Exchange facilitate price discovery and execution. Data centers provide the
physical environments where systems are deployed and interconnected. Cloud and
network providers enable data storage, processing, and transmission. Power systems
ensure continuous operation of these environments.

The clearing and settlement layer, however, operates with less visibility despite its
central role in ensuring that transactions are completed, netted, and honored.

Together, these layers form a tightly integrated system where each function depends on
the others.
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Systemic Concentration

Beyond trading venues, the most significant concentration of risks resides within
Financial Market Utilities (FMUs): entities responsible for clearing, settlement, and
counterparty risk management.

The Depository Trust & Clearing_Corporation serves as the backbone of U.S. post-trade
infrastructure through its subsidiaries. It clears and settles the vast majority of U.S.
securities transactions, manages counterparty exposure, and ensures settlement finality.
A disruption at DTCC would directly affect settlement certainty, collateral flows,
participant liquidity, and overall confidence in the financial system.

The Options Clearing_Corporation represents a parallel concentration point as the

central counterparty for all listed U.S. options markets. It clears and settles options
transactions, manages margin and collateral, and supports market stability during
periods of volatility.

These institutions operate as central nodes within the financial system. Their role in
completing transactions makes them indispensable to market functioning.

V. What Is at Risk

The composition of financial critical infrastructure introduces a range of risks that are
concentrated, interconnected, and capable of propagating across markets.

Risks Across the Three-Layer Stack

Within the trading layer, disruptions affecting major exchanges could interrupt order
execution, impair price discovery, and reduce liquidity across equities and related
markets.

Within the clearing and settlement layer, risks are more systemic in nature. A disruption
at DTCC would affect settlement certainty, collateral movement, and participant
liguidity. A disruption at OCC could impair hedging activity, amplify volatility, and
transmit stress across markets through derivatives exposure.

Within the infrastructure layer, risks originate from failures in power systems,
connectivity, data centers, or third-party providers. Because these systems are shared
across multiple market participants, a localized failure has the potential to disrupt
multiple institutions simultaneously.

Across all three layers, the concentration of infrastructure and limited real-time
substitutability increase the potential for correlated disruption. Events affecting
connectivity, cyber integrity, or physical operations within key infrastructure hubs could
impact trading, settlement, and liquidity at the same time.
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Sequenced, achievable steps that can be pursued within existing budgets, while
tailoring communications for relevant Congressional vehicles and committees, including
guantum-related legislative efforts, should be emphasized.

Just as important, messaging should reflect that PQC awareness remains uneven across
sectors: the financial sector is generally farther ahead, while many critical infrastructure
owners and operators may not yet be tracking these issues closely.

For that reason, outreach and education efforts should be designed to meet audiences
where they are, with concrete guidance that makes clear this is a current risk requiring
action now rather than a distant future problem.

Supply Chain and Hidden Concentration Risk

The resilience of financial markets also depends on a shared and often opaque supply
chain. Data centers, cloud providers, telecommunications carriers, and software
platforms support multiple systemically important institutions simultaneously.

These dependencies introduce hidden concentration risks. Multiple entities rely on the
same vendors, physical locations, and network pathways. This structure creates the
potential for a single point of failure to propagate across markets, resulting in cross-
market disruption.

As threats to critical infrastructure become more sophisticated due to emerging
technologies like artificial intelligence and guantum technologies (computing, sensing,
networking), these interdependencies increase the potential for systemic events that
affect both market functioning and confidence.

A Benchmark for Systemic Market Impact

The United States has already experienced the potential consequences of disruption to
financial infrastructure. Following the September 11 attacks, U.S. markets were forced to
close for nearly a week due to heavily damaged financial critical infrastructure.

When trading resumed, the Dow Jones fell more than 7% in a single day, contributing to
a broader market decline that erased approximately $1.4 trillion in value within days. The
disruption extended beyond equities, with sharp impacts to key sectors such as airlines
and insurance, and broader volatility across commodities and global markets.

These events demonstrated how quickly market confidence can deteriorate when core
systems are disrupted, and how deeply such shocks can reverberate across the financial
system and economy. Digital and physical financial critical infrastructure targeted
attacks pose very real risks of market closures and disruptions in the future.


https://time.com/7382979/cybersecurity-threats-are-growing/
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Ecosystem

Government

The federal government plays a central role in identifying, protecting, and regulating
financial critical infrastructure. The Department of the Treasury serves as the Sector Risk
Management Agency for the financial services sector, while the Cybersecurity and
Infrastructure Security Agency (CISA) supports the protection and cyber defense of
critical infrastructure systems.

The Securities and Exchange Commission provides regulatory oversight of key market
entities, including through Regulation Systems Compliance and Integrity (SCI).

Regulation SCI was developed in response to major market disruptions, including the
Flash Crash and the Knight Capital incident. It establishes requirements for maintaining
resilient and scalable systems, conducting testing and incident response, and ensuring
operational integrity across covered entities such as Nasdaq, the New York Stock
Exchange, DTCC, and OCC.

Its scope is focused on core market entities and does not extend across the full
infrastructure and supply chain ecosystem on which these systems depend.

The Financial Community

The investment community relies directly on the consistent performance of this
infrastructure. Market access, execution quality, liquidity, and overall investment
outcomes depend on systems that operate reliably and securely.

This creates a clear alignment between infrastructure resilience and financial
performance. Investors and institutions are positioned to influence how infrastructure is
secured, funded, and prioritized. Their participation in resilience initiatives, industry
coordination, and public-private engagement strengthens the systems that underpin
markets.

The financial and investment community has a larger role to play in translating market
dependence into resilience. Protecting the infrastructure that underpins markets
requires board-level governance, alignment with enterprise risk management,
regulatory coordination, financial exposure analysis, and continuous resilience testing
across the systems, providers, and interdependencies that support trading, settlement,
liquidity, and market confidence.

This recognition is already taking shape across the financial sector. JPMorgan Chase has
announced a $1.5 trillion, decade-long Security and Resiliency Initiative focused on
investing in sectors critical to economic security, including energy, advanced
manufacturing, and digital infrastructure.


https://home.treasury.gov/system/files/216/Financial-Services-Sector-Risk-Management-Plan.pdf
https://home.treasury.gov/system/files/216/Financial-Services-Sector-Risk-Management-Plan.pdf
https://www.cisa.gov/financial-services-sector-council-charters-and-membership
https://www.cisa.gov/financial-services-sector-council-charters-and-membership
https://www.sec.gov/files/34-97143-fact-sheet.pdf
https://www.sec.gov/news/studies/2010/marketevents-report.pdf
https://archive.nytimes.com/dealbook.nytimes.com/2012/08/02/knight-capital-says-trading-mishap-cost-it-440-million/
https://www.jpmorganchase.com/newsroom/press-releases/2025/jpmc-security-resiliency-initiative

This level of investment reflects an understanding that resilient infrastructure supports
both national security and financial system stability. It also reinforces market confidence
and enables capital to move efficiently across the economy.

As geopolitical tensions rise and cyber threats increase in frequency and sophistication,
the importance of securing financial critical infrastructure continues to grow. Jamie
Dimon, chairman and CEO of JPMorgan Chase, has reinforced this view, noting an
“increasingly_complex set of risks,” including geopolitical tensions, energy volatility,
trade uncertainty, global fiscal pressures, and elevated asset prices, and acknowledging
that how these forces ultimately unfold remains highly uncertain.

VII. Conclusion: The Foundation Beneath
the Market

Financial markets operate on a foundation that is physically concentrated, operationally
interdependent, and deeply connected to a broader infrastructure ecosystem.

The stability of markets is closely tied to the resilience of this foundation. Disruptions
within it have the potential to affect trading, settlement, liquidity, and confidence across
the financial system and the broader U.S. and global economy.

Protecting and strengthening this infrastructure is a shared responsibility across
government, operators, and the financial community. As markets evolve and risks
become more complex, the role of investors and financial institutions in supporting
critical infrastructure will continue to expand.

Much greater engagement, sustained investment, and participation in infrastructure
security is a necessesity. These efforts ensure that the systems underpinning financial
markets remain resilient, secure, and capable of supporting long-term economic
stability.
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