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Introduction

I. Issue
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The prospect of a Cryptographically Relevant Quantum Computer (CRQC),¹ capable of
breaking the encryption underpinning the U.S. and global digital ecosystem (“Q-Day”),
continues to advance.² Commensurately, the time agencies and critical inf rastructure
operators must prepare continues to narrow. The focus on migrating to Post-Quantum
Cryptography (PQC) intensif ies. This is not a distant, one-time technology ref resh, but a
near-term enterprise risk management challenge shaped by opaque ownership, limited
visibility into cryptographic dependencies, constrained budgets, and both the persistent
“harvest now, decrypt later” threat to sensitive data as well as the “Trust Now, Forge
Later” threat pertaining to authentication. This white paper sets forth practical
recommendations for how the Federal Civilian Executive Branch (FCEB) can begin
closing those gaps now, while time to prioritize the most critical systems and data for
transition remains.  

II. Process

Beginning earlier this year, ICIT convened leading representatives from federal, industry,
and policy stakeholders to assess U.S. preparedness for PQC migration and identify
actionable priorities for the FCEB. 

PQC migration is not a simple technical upgrade.  To the contrary, it is a continuous
enterprise risk management effort (think: vulnerability management) requiring
governance clarity, prioritization discipline, data lifecycle awareness, and improved
messaging. 

Key themes of the discussions included: 

A Shrinking Time Horizon - Initially mandated as 2035 in both M-23-02 and NSM 10,³
government is shifting to a 2030 planning horizon,⁴ and industry momentum⁵
appears to be coalescing around 2029.⁶  Migration must be phased and prioritized.
Providers require either legislative or policy mandates and/or a clear demand signal
to focus their efforts on resiliency which the financial sector is already leading. 

Execution Gaps - Agencies lack consistent ownership, cryptographic visibility, and
whole-of-government migration plans. 

Resource Constraints - In a resource constrained environment, large resource
requirements will not automatically unlock new funding; as such, sequencing within
existing budgets is critical.  

 
Risk Reality - “Harvest now, decrypt later” (HNDL) risks make long–lived sensitive data
especially vulnerable. 

Messaging Clenge - PQC is often perceived as abstract or non–urgent; stakeholders
must understand the short-term urgency as well as practical next steps. 
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Recommendations

III. Recommendations

 

Each agency should ensure, as mandated by NSM-10, that an agency-level PQC lead is
designated and suff iciently empowered. The current list of agency PQC leads should be
current and functional, with the POCs identif ied suff iciently empowered to execute their
mandated functions.

These points of contact should be integrated with CIO, CISO, CFO, and enterprise
architecture functions. Doing so will ensure that PQC migration is incorporated into the
broader cybersecurity, modernization, f inancial, and systems planning efforts within the
context of regular budget cycles rather than managed in isolation.  
Cross-agency coordination and information sharing must be formalized across the FCEB.
This will help agencies align priorities, share best practices, and advance migration
efforts with greater consistency. 
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2. Prioritize Systems Through an Enterprise
Architecture Lens

Objective: Effective inventory and execution.

1. Empower PQC Points of Contact (POCs)
Across FCEB 

Objective: Provide clear ownership and coordination. 

Agencies should begin by identifying High Value Assets and other mission-critical
systems that will require early attention in any PQC migration effort. As part of that
process, the use of automated, off-the-shelf tools (Automated Cryptography and
Discovery tools - ACDI) will be central to conducting the inventory at scale and
improving visibility into complex enterprise environments.  

Once complete, agencies should map where cryptography is embedded across their
environments, including in legacy systems and commercially provided technologies that
may be harder to assess or update.  

In such efforts, government entities and critical inf rastructure owners should work
closely with industry partners to support assessment, planning, and implementation. In
particular, critical legacy, OT, and ICS environments that may lack computing power or
compatibility with PQC algorithms must undergo thorough assessments with industry
partners for PQC risks.  
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The resulting visibility should then inform sequenced PQC transition plans, supported by
Plans of Action and Milestones. Developing and executing those plans will require close
coordination with vendors to support modernization efforts, particularly where agencies
depend on commercial products or aging legacy systems that will be the most diff icult
to remediate. In practice, agencies should expect the burden of migration to be uneven,
with a relatively small share of systems likely accounting for the majority of the cost and
effort.   

Wherever possible, those migration efforts should be aligned with broader
modernization and technology ref resh cycles to reduce disruption, make better use of
existing resources, and position agencies to transition more eff iciently.

3. Manage Data Lifespan & Long–Term
Confidentiality Risk 

Objective: Address “harvest now, decrypt later” exposure.  

Agencies should identify the data and systems that require long-term conf identiality
and are therefore most susceptible to future decryption risks. Once that data is
identif ied, agencies will need clear tagging and classif ication practices to ensure it is
properly distinguished according to sensitivity, access requirements, and expected
lifespan. Those decisions will directly shape retention policies, archived data
management, and broader determinations about which information must be protected
for the longest period of time.  

That assessment should inform a re-assessment of retention policies, encrypted archives,
and other stored data practices that may otherwise extend exposure unnecessarily over
time.  

Agencies should also prioritize re-encryption strategies for critical datasets whose
sensitivity will outlast currently deployed cryptographic protections.  

Taken together, these steps help strengthen the data pillar within broader Zero Trust
efforts and ensure that PQC planning is informed not only by system modernization
needs, but also by the lifespan and sensitivity of the data those systems are meant to
protect. 
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4. Tie PQC to Existing Funding Cycles (Without
Losing Focus of Immediate & Necessary Steps)

Objective: Tie quantum cryptography implementation to
tech capital expenditure cycles to secure funding (both AI
& quantum share the same funding timelines and 2029-
2030 planning horizon).

Agencies should align PQC migration with existing technology capital expenditure
cycles rather than assume that new, dedicated funding will materialize. In practice, that
means integrating PQC upgrades into existing IT modernization programs and treating
PQC as a component of broader Zero Trust architecture, especially because most
agencies are unlikely to receive additional appropriations specifically for PQC migration.  

Agencies should also look to established funding vehicles, including legislative (such as
NDAA) and relevant state, local, tribal, and territorial funding avenues, to support
planning and implementation where possible.  

At the same time, AI can serve as a useful messaging bridge to raise leadership
awareness, given that AI and quantum are often discussed on similar investment and
planning timelines.  

However, treating PQC as a secondary add-on to AI infrastructure after the fact should
be avoided as remediation would be more costly and complex.  

Conflating AI innovation goals with the distinct fundamentals of PQC migration should
also be avoided. However, where appropriate, agencies should explore AI-enabled tools
to support discovery, asset mapping, and prioritization as part of a broader, disciplined
migration strategy.

5. Improve Messaging & Education

Objective: Create urgency and basic awareness without
triggering resistance.

Agencies should communicate PQC in practical, operational terms rather than as an
abstract scientific or technical issue. Messaging should clarify that enterprise-wide
awareness is more important than highly specialized technical expertise, and that
personnel do not, for example, need a PhD in physics to understand PQC and begin
taking meaningful action.  
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Sequenced, achievable steps that can be pursued within existing budgets, while
tailoring communications for relevant Congressional vehicles and committees, including
quantum-related legislative efforts, should be emphasized.  

Just as important, messaging should reflect that PQC awareness remains uneven across
sectors: the financial sector is generally farther ahead, while many critical infrastructure
owners and operators may not yet be tracking these issues closely.  

For that reason, outreach and education efforts should be designed to meet audiences
where they are, with concrete guidance that makes clear this is a current risk requiring
action now rather than a distant future problem. 

IV. Conclusion

As highlighted in the 2026 Cyber Strategy for America,⁷ the transition to Post-Quantum
Cryptography must begin immediately. Objectively, the PQC transition is a long
migration process.  It cannot be completed overnight or within a f iscal year. The federal
government has provided the foundational guidance in the form of executive branch
edits and accompanying policies and procedures. Urgent action by Congress and
Executive Branch agencies is needed to allocate the necessary resources and strengthen
government preparedness and to get the broader message out to critical inf rastructure
owners and operators. The recommendations contained in this report are intended to
help provide a f ramework of how to approach their PQC transition and set the nation on
a path to PQC resilience.   
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